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Abstract
SecureNeural Network Inference (SNNI) enables privacy-preserving
inference on encrypted data with strong cryptographic guarantees.
However, practical deployments suffer from high preprocessing
overhead, significant communication costs, and sequential execu-
tion. These limitations lead to low throughput, underutilized system
resources, long queueing delays, and poor scalability.

This work introduces SwiftSNNI, a unified, resource-aware sched-
uling framework for SNNI. It implements a hybrid offline–online
strategy that orchestrates offline preprocessing (𝑇pre,𝑖 ) and online
inference (𝑇on,𝑖 ) jobs to maximize parallelism. By formulating SNNI
scheduling as a constrained optimization problem, SwiftSNNI over-
laps𝑇pre, i phase execution of future requests with active 𝑇on, j jobs.
SwiftSNNI also incorporates optional advance notices to enable
proactive 𝑇pre,𝑖 , which further reduces average input delay (𝐷).

Evaluations using five benchmark neural networks (M1, M2,
HiNet, AlexNet, VGG-16) under diverse workloads and stochastic
arrival rates confirm substantial performance gains. Compared to a
parallelized sequential baseline (MS-SHARK), SwiftSNNI achieves
up to 97% lower average input delay (𝐷), a 81% reduction inmakespan
(≈ 5.4× speedup), and delivers 5.6× increase in throughput. Fur-
thermore, SwiftSNNI reduces average waiting time (𝑊 ) by over 99%,
demonstrating robust starvation prevention for high-concurrency
workloads. SwiftSNNI supports concurrent execution, scales to
larger neural networks, and provides an efficient runtime for SNNI
deployments. The 1SwiftSNNI implementation is available online.

CCS Concepts
• Security and privacy→ Privacy-preserving protocols; • Soft-
ware and its engineering→ Scheduling; Software performance;
• Computer systems organization→ Real-time systems; • Com-
puting methodologies→ Neural networks.
1https://github.com/KanwalBat00l/SwiftSNNI
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1 Introduction
Driven by sustained advances in Machine Learning (ML), recent
years havewitnessed a growing demand for secureMachine Learning-
as-a-Service (MLaaS), where pre-trained neural networks are de-
ployed in the cloud to serve large-scale inference queries. However,
MLaaS raises significant privacy and security concerns [37], which
have led to a growing demand for Secure Neural Network Inference
(SNNI). In this setting, pre-trained neural networks run inference
on encrypted inputs. SNNI employs cryptographic primitives such
as Homomorphic Encryption (HE) [23] and Secure Multiparty Com-
putation (MPC) [9, 10, 111] to enable privacy-preserving inference
in sensitive domains such as healthcare and finance [93]. Typically,
the client has the input 𝑥 , the server has the neural network 𝐹 , and
both parties jointly compute 𝐹 (𝑥) so that the client only learns
the output and the server learns nothing about 𝑥 or 𝐹 (𝑥). Figure 1
illustrates the SNNI process and its privacy guarantees.

Figure 1: Illustration of SNNI.
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In practice, SNNI servers must handle multiple concurrent re-
quests over heterogeneous neural networks. Although state-of-the-
art (SoTA) SNNI frameworks [5, 48] ensure correctness and privacy,
their system-level performance remains a critical bottleneck. This
work identified the key bottlenecks. Protocol-level overheads in-
clude extensive offline preprocessing and high communication costs
for non-linear layers, while cryptographic operations are compute-
intensive. System-level limitations arise because most SNNI frame-
works follow an inter-request sequential execution model. Current
SNNI frameworks process only one request at a time even on multi-
core hardware, and treat cryptographic computations as monolithic
jobs. This results in underutilized system resources, a high average
input delay, and poor scalability under concurrent workloads.

To improve efficiency, numerous SNNI protocols adopt a two-
phase preprocessing model [40, 42, 44, 58, 91, 108]: an offline pre-
processing phase (𝑇pre) that generates input-independent correlated
randomness, and an online inference phase (𝑇on) that performs input-
dependent secure computation. The 𝑇pre phase often takes more
than 70% of the total runtime. Despite using multi-core optimiza-
tions (such as OpenMP [79] or Eigen [38]) for the modular arith-
metic within a single inference, existing systems execute these two
phases sequentially for each request. This fails to exploit their in-
dependence to overlap the 𝑇pre phase of future requests with the
𝑇on phase execution of current ones.

Throughput optimizations of SNNI frameworks exist, such as
batching [44, 84] or HE-based methods, such as [35], ciphertext
slot utilization [13], and spectral inference [105]. However, these
approaches add memory overhead and batching delays, which re-
duce responsiveness under dynamic workloads. Conventional task
scheduling methods [80, 98] overlook the two-phase structure and
substantial offline preprocessing overhead of SNNI. Without coor-
dination, 𝑇pre, i jobs and 𝑇on, i jobs compete for shared resources.

We examine SNNI frameworks from a scheduling perspective,
where two key challenges arise: 1○ Scalability and concurrency:
Sequential execution limits scalability. Each request involves com-
putationally intensive cryptographic operations and variable mem-
ory requirements. Processing only one job at a time leaves system
resources underutilized. During the single-threaded𝑇pre, the (𝑃 − 1)
cores remain idle. This is true even if the 𝑇on phase is parallelized
across all cores. Multi-client workloads and large neural networks
exacerbate this issue, which results in increased average input de-
lay and reduced throughput. 2○ Online task assignment: Mapping
incoming client requests to processors is non-trivial. The scheduler
must respect CPU, memory, and cryptographic constraints while
enabling concurrent execution without conflicts.

These challengesmotivate our central research questions: (i)How
can multiple inference jobs run concurrently to maximize resource
utilization and throughput while minimizing average input delay
(𝐷) ? (ii) How can incoming client requests be scheduled in real time
under CPU, memory, and cryptographic constraints?

To address SNNI scheduling challenges, we propose SwiftSNNI.
This work is the first to formulate multi-client SNNI request sched-
uling as an explicit, constrained optimization problem. SwiftSNNI
builds on 2PC with offline preprocessing [6] and manages the con-
tention between requests from different clients for the server’s CPU
and memory resources. Our contributions are:

• We characterize how protocol-level dependencies and system-
level constraints (cores, memory, and job dependencies) jointly
limit concurrent request execution and throughput in secure
neural network inference (SNNI) deployments.
• We design SwiftSNNI, a two-stage hybrid framework that co-
ordinates offline preprocessing (𝑇pre, i) and online inference
(𝑇on, i) jobs to maximize parallelism.
• We propose a resource-aware scheduler that supports both
First-Come-First-Served (FCFS) and priority-based scheduling
policies. It manages job assignment and concurrency across
heterogeneous workloads and variable arrival rates. Advance
notices enable early 𝑇pre phase execution, which effectively
hides the time cost of the 𝑇pre phase and reduces average
input delay 𝐷 .
• We evaluated SwiftSNNI on five benchmark neural networks
(M1, M2, HiNet, AlexNet, VGG-16) and demonstrated up
to 97% lower average input delay (𝐷) and a 81% shorter
makespan (≈ 5.4× speedup) compared to a parallelized se-
quential baseline (MS-SHARK) [40]. SwiftSNNI delivers a
5.6× increase in throughput and a 99% reduction in average
waiting time (𝑊 ), which demonstrates robust starvation pre-
vention. Incorporating 25% advance notice requests further
reduces 𝐷 across all workloads.

Roadmap. The paper begins with the challenges and significance
of SNNI in Section 1, followed by a background and a motivating
example in Section 2. Section 3 formalizes the SNNI scheduling
problem with key objectives and constraints. Section 4 presents
SwiftSNNI, detailing the system architecture, technical execution
flow and components interaction, and scheduling algorithm. The
experimental methodology is described in Section 5, with perfor-
mance evaluation and baseline comparisons in Section 6. Section 7
reviews related work and Section 8 concludes with future directions.

2 Background & Motivation
This section first reviews key concepts and background on SNNI
(2.1) and then discusses its limitations with a motivating example
(2.2) that drives the design of SwiftSNNI.

2.1 Secure Neural Network Inference (SNNI)
SNNI enables privacy-preserving ML inference using cryptographic
primitives such as Homomorphic Encryption (HE) [23] and Se-
cure Multiparty Computation (MPC) [112]. Classical SMC proto-
cols include Yao’s Garbled Circuit, GMW, and BGM [7, 75]. SNNI
can be realized using the generic secure two-party computation
(2PC) [36, 112]. Several SNNI frameworks optimize this paradigm
for neural networks (see [72] for a survey).

Efficiency is improved using the offline–online paradigm [6]. In
the offline preprocessing phase (𝑇pre), parties 𝑃0 and 𝑃1 in a spe-
cific job (𝑇pre, i) generate input-independent correlated randomness
before inputs are known; and in an online inference phase (𝑇on),
specific job (𝑇on, i) use this precomputed material enables fast input-
dependent computation once client inputs are available. This cor-
related randomness can be produced via a trusted dealer [9, 42], a
standard 2PC [7], or by using specialized 2PC approaches [25]. Each
𝑇on, i job has a strict dependency on its corresponding 𝑇pre, i job.
While protocol-level optimizations exist, efficient scheduling and
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Figure 2: Timeline Comparison of Execution Strategies

resource management remain an open challenge in fully exploiting
this two-phase structure across multiple concurrent requests.

Protocol and System-Level Optimizations: Performance bottle-
necks in SNNI stem from neural network sizes, memory intensive
layers, and communication overhead. Existing optimizations [66]
include:
• Algorithmic and Arithmetic Optimizations: Techniques based
on modular rings and finite fields balance precision, security,
and efficiency [16, 74, 76, 104, 105]. Homomorphic encryp-
tion with SIMD parallelism further accelerates encrypted
linear layer computations [5, 35, 48, 54, 57].
• Model-Level Optimizations: Redesigning neural networks
into lightweight or binary forms [34, 83, 87, 89] reduces
computation and communication costs while maintaining
high accuracy. Applying quantization techniques to reduce
the precision of modeneural network weights to minimize
ciphertext size and communication overhead [1, 87, 92].
• System-Level and Hardware Optimizations: Hardware acceler-
ation using GPUs [32, 91, 101, 108] offer high parallelism, but
suffer from high memory usage and inefficient handling of
non-linear layers. CPU-based frameworks [40, 42, 44, 56, 73,
84, 108] utilize multi-threading (e.g., OpenMP [79]) to speed
up themodular arithmetic within a single𝑇on, i job. Compiler-
driven frameworks such as CHET [22], CrypTFlow [63],
EzPC [15], MP-SPDZ [56] and SecretFlow-SPU [71] auto-
mate data flow optimization, code generation, and protocol
selection to improve runtime efficiency.

Despite these improvements, existing techniques primarily fo-
cus on intra-request parallelism using multiple cores to speed up
a single inference. None of these techniques address intra-request
scheduling, such as how to concurrently execute the 𝑇pre, i job of
a pending request while the 𝑇on, j job of an active request is run-
ning. Consequently, system resources remain underutilized during
the single-threaded 𝑇pre phase of the sequential request pipeline.
Efficient scheduling and resource management remain critical to
realize high throughput (𝜌) and low average input delay (𝐷) under
stochastic request arrivals.

2.2 Motivating Example
To illustrate the limitations of existing SNNI frameworks (Figure 2),
consider a server with 16 CPU cores and 64 GB of memory capable

of handling multiple concurrent requests. Each client submits a
request specifying a neural network, each with distinct memory
and core requirements for 𝑇pre, i and 𝑇on, i.

In sequential execution, requests are processed one at a time. For
example, the server runs AlexNet first, and allocates all required
system resources exclusively. Other neural networks (e.g., VGG-16,
HiNet) remain idle. This leads to underutilized system resources,
and higher 𝐷 , as short jobs wait behind long ones.

Concurrent execution improves utilization by overlapping in-
dependent jobs within system resource limits. The makespan is
then bounded by the longest job rather than the sum of all jobs.
However, each request still executes its 𝑇pre, i and 𝑇on, i jobs one
after another. This sequential internal execution limits the total
throughput and responsiveness.

Efficiency is further improved by exploiting the input indepen-
dence of the job𝑇pre, i. Because this job does not require the private
input data, it can be performed opportunistically during idle periods
or in parallel with 𝑇on, i jobs of other requests. Precomputed offline
preprocessing material allows 𝑇on,i job to start immediately upon
request arrival (Figure 2). This overlap reduces the average input
delay and increases throughput.

These insights motivate the design of SwiftSNNI. We now for-
mally define SNNI as a constrained scheduling problem under com-
pute and memory constraints, thus capturing the two-phase nature
of SNNI protocols, and set the foundation for SwiftSNNI.

3 Problem Formulation
We consider a Machine Learning-as-a-Service (MLaaS) that offers
secure neural network inference to a set of registered clients:

𝐶 = {𝑐1, 𝑐2, ..., 𝑐𝐾 }.

The server is equipped with:
- 𝑃 homogeneous processor cores.
-𝑀 units of memory shared across all cores.
For simplicity, we assume that all processor cores have equal

compute capabilities and a uniform access bandwidth to the shared
memory.

Let 𝑁 = 𝑛1, . . . , 𝑛 |𝑁 | be the set of neural networks supported
by the server. Each input 𝑖 generates two jobs: an offline prepro-
cessing job (𝑇pre, i) and an online inference job (𝑇on, i). These jobs
correspond to the two functional phases of the SNNI protocol:
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• Offline Pre-processing (𝑇pre, i): This job is model-specific but
input-independent. It generates cryptographic material (e.g.,
Beaver triples) required for secure computation. The index 𝑖
serves solely as a unique identifier for the specific instance
of cryptographic material required to satisfy request 𝑖; the
actual values of the private input are not needed for this job.
Each generated preprocessing file can only be used once and
requires a unique 𝑇pre, i for each online inference (𝑇on, i).
• Online Inference (𝑇on (𝑖)): This job is both model-specific and
input-specific. It completes the secure inference using the
client’s specific private input data 𝑖 and the cryptographic
material produced in the 𝑇pre, i.

Let R = {𝑟1, 𝑟2, . . . , 𝑟 | R | } be the set of all requests received by
the server. For each request 𝑟 ∈ R let

𝐼𝑟 = {𝑖𝑟,1, . . . , 𝑖𝑟,𝐵𝑟 }, 𝐵𝑟 = |𝐼𝑟 |

be a batch of inputs. The total job set T for all inputs is defined as:

T = {𝑇pre,𝑖 , 𝑇on,𝑖 | 𝑟 ∈ R, 𝑖 ∈ 𝐼𝑟 }.

Each online inference job 𝑇on,𝑖 may start only after its correspond-
ing offline preprocessing job 𝑇pre,𝑖 completes.

The system supports multiple clients 𝑐 ∈ 𝐶 , with each client 𝑐
being capable of issuing requests independently. Each request 𝑟
can include a batch of inputs 𝐼 , which allows the system to process
multiple input samples within a single request. Requests take the
form:

𝑟 = (𝑐, 𝑡, 𝑛, 𝐼 ), where:
- 𝑐 ∈ 𝐶 is the client issuing the request,
- 𝑡 > 0 is the point in time when the request is issued,
- 𝑛 ∈ 𝑁 is the selected neural network that the client requests

for SNNI,
- 𝐼 is a batch of 𝐵 = |𝐼 | client inputs (e.g. images) for which

the client requests inference results. The inputs are never sent in
plaintext; the server operates only on protected (encrypted) inputs.

A request (𝑟 ) may be preceded by an advance notice (𝑎) defined
as follows:

𝑎 = (𝑐, 𝑡 ′, 𝑛, |𝐼 |, 𝑠), where:
- 𝑡 ′ is the time the client sends the advance notice 𝑎, occurring
before the request 𝑟 arrives at time 𝑡 , such that 𝑡 ′ < 𝑡 .
- |𝐼 | represents the batch size of the request 𝑟 .
- 𝑠 is the size of each input 𝑖 for resource estimation.

The advance notice serves to inform the server that the client
intends to submit a corresponding request in the future. This allows
the server to start the offline preprocessing phase (𝑇pre) in advance
if sufficient system resources are available. When such an advance
notice is sent, the subsequent request includes a reference to it,
written as:

𝑟𝑎 = (𝑐, 𝑡, 𝑛, 𝐼 , 𝑎)
SwiftSNNI assumes a synchronous communication model, where all
clients remain responsive during both offline preprocessing (𝑇pre)
and online inference phases (𝑇on). For each input 𝑖 ∈ 𝐼 , 𝑇on, i job
starts only once its corresponding 𝑇pre, i job is finished. The execu-
tion of both jobs is subject to system-level compute and memory
constraints.

Constraints. SwiftSNNI schedules jobs executions, while the
Operating System (OS) scheduler assigns them to processor cores.
These requests must satisfy the following constraints:
• Dependency: For every input 𝑖 , the job 𝑇on,i starts only after
the corresponding job 𝑇pre, i finishes.
• Core Usage: At any time 𝑡 , the total number of concurrent
jobs must not exceed the number of available cores 𝑃 .
• Memory: The total memory of all concurrent active jobs at
time 𝑡 must not exceed the system limit𝑀 .

Objective. Let R𝜏 be the set of all requests received by the server
during the time interval [0, 𝜏]. The service provider aims to schedule
both the 𝑇pre, i and the 𝑇on, i for incoming client requests in such
a way that 𝐷 , the asymptotic average input delay, is minimized,
subject to the above constraints. It is defined as:

𝐷 = lim
𝜏→∞

1
|I𝜏 |

∑︁
𝑖∈I𝜏

𝑑 (𝑖),𝑤ℎ𝑒𝑟𝑒

𝑑𝑖 = 𝑡finish, i − 𝑡arrival, i,
- I𝜏 is the set of all individual inputs in the requests in R𝜏 within
[0, 𝜏],
- For each input 𝑖 ∈ I𝜏 , let 𝑑𝑖 denote the delay for that input 𝑖 . This
is defined as the difference between the time when the secure infer-
ence process on 𝑖 was completed (𝑡finish, i) and the time (𝑡arrival, i)
the secure inference was requested for input 𝑖 . Note that this delay
is measured independently of any advance notice (𝑎) associated
with the input 𝑖 .

Building on this problem formulation, we now present SwiftSNNI,
a unified scheduling framework designed to address the identified
bottlenecks.

4 SwiftSNNI : A Unified Framework for Secure
and Efficient SNNI Scheduling

This section introduces SwiftSNNI. We first describe its system
architecture (4.1), component interaction, and technical execution
flow (4.2), followed by the scheduling algorithm (4.3) that governs
inter-request concurrency under CPU and memory constraints.

4.1 System Architecture
The SwiftSNNI architecture (as shown in Fig. 3) comprises three
main components: 4.1.1 the computational infrastructure, including
system resources, the model catalog & specifications and execution
parameters; 4.1.2 the secure inference service engine, which con-
tains the queue manager, request scheduler, the two-phase SNNI
protocol, and the resource monitor; and 4.1.3 the client request inter-
face (CRI). SwiftSNNI operates as a middleware layer that manages
inter-request concurrency, which ensures that the offline and online
phases of different SNNI requests are overlapped to maximize core
utilization.

4.1.1 Computational Infrastructure. It consists of three ele-
ments:

System Resources. We consider a single server provisioned with
𝑃 identical cores and a shared memory of size𝑀 . The server hosts
multiple neural networks (𝑛) and all active jobs compete for shared
system resources such as CPU, memory, and network bandwidth.



SwiftSNNI: Optimized Scheduling for Secure Neural Network Inference (SNNI) on Multi-Core Systems ICPE ’26, May 2026, Florence, Italy

Figure 3: SwiftSNNI High-Level Architecture.

Multiple jobs can use the same neural network (𝑛) simultaneously.
While low-level operations such as thread-to-core mapping is dele-
gated to the native OS, SwiftSNNI performs high-level orchestration
to manage core and memory constraints.

To enable precise resource estimation, the catalog includes pro-
filed metadata specifying the peak memory usage and CPU cycles
required for both

Model Catalog & Specifications. SwiftSNNI maintains a catalog
of supported neural networks 𝑁 = {𝑛1, . . . , 𝑛 |𝑁 | }. To enable precise
resource estimation, the model catalog includes profiled metadata
for each neural network architecture (𝑛), which specifies the peak
memory usage and CPU cycles required for both the 𝑇pre and 𝑇on
phases as a function of input batch size. The request scheduler uses
this information to plan execution and prioritize jobs. To protect the
server’s intellectual property, clients only see the neural network
architecture and required input size. All other metadata and weights
remain internal to server. The catalog is extensible and allows the
service provider to include new neural networks.

Execution Parameters. These define the operational constraints
and configuration for scheduling SNNI jobs. These include: (i) task
and data parallelism, where task parallelism regulates the number of
concurrent SNNI jobs, and data parallelismmanages client-provided
input batches 𝐼𝑟 = {𝑖𝑟,1, . . . , 𝑖𝑟,𝐵𝑟 }, with batch size 𝐵_𝑟 = |𝐼_𝑟 |; and
(ii) scheduling policies used by the Request Scheduler to determine
job order, prioritization, and system resource allocation. These
execution parameters ensure the total esource footprint of all active
jobs (𝑇pre, i, 𝑇on, i) does not exceed the system limits 𝑃 and𝑀 .

The inference timeout is a client-provided parameter sent through
theCRI. It sets a maximum duration for each secure inference job.
This safeguard prevents SNNI requests from blocking indefinitely.
It ensures that system resources are released promptly if a job stalls.
This mechanism detects slow executions and guarantees predictable
behavior under high-concurrency workloads.

4.1.2 Secure Inference Service Engine (SISE).. The SISE en-
gine is the central orchestration module. Unlike existing SNNI
frameworks that process requests as monolithic blocks, SISE de-
composes each request into two independent schedulable job units:
𝑇pre, i and 𝑇on, i. It includes the following modules:

Queue Manager. It coordinates the state transitions of requests
(𝑟1), advance notices (𝑎1), and their associated jobs (𝑇pre, 1; 𝑇on, 1)
across four internal queues. These queues are specifically designed
to decouple the asynchronous arrival of advance notices from the
arrival of actual requests. This enables non-blocking execution of
the 𝑇pre, i job. The internal queues are defined as follows:

• 𝑄pre: Holds new requests (𝑟𝑖 ) or advance notices (𝑎𝑖 ) that are
awaiting a (𝑇pre,𝑖 ) job.
• 𝑄transit: Stores advance notices (𝑎𝑖 ) that have completed their
𝑇pre,𝑖 job, but have not yet been matched with a correspond-
ing client request (𝑟𝑖 ).
• 𝑄waiting: Contains incoming requests (𝑟𝑖 ) that refer to ad-
vance notices (𝑎𝑖 ) that are currently undergoing 𝑇pre,𝑖 job.
• 𝑄ready: Includes requests (𝑟𝑖 ) that have successfully com-
pleted their 𝑇pre,𝑖 and have the necessary preprocessed files
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available. These requests are fully prepared for the execu-
tion of the𝑇on,𝑖 job and are awaiting the allocation of system
resources.

Request Scheduler. It is the core orchestration module of the
SISE. The Request Scheduler manages inter-request concurrency
and implements two distinct policies: First-Come-First-Served (FCFS)
and Priority-aware scheduling. It uses Execution Parameters and
feedback from the Resource Monitor to enforce system constraints.

To prevent the starvation of large jobs, the Request Scheduler
calculates a dynamic priority score (𝑝𝑖 ) for each pending 𝑇pre, i or
𝑇on, i job. This score is governed by an aging function 𝑓 (𝛿𝑖 ) that
increases priority based on waiting time. This prevents large neural
networks from being postponed indefinitely. The mathematical
formulation is detailed in Section 4.3.

SwiftSNNI implements this orchestration through two coordi-
nated schedulers that run concurrently and share resource infor-
mation through the Resource Monitor :
• Offline Scheduler: It executes 𝑇pre, i jobs for advance notices
and new requests. It prioritizes filling idle gaps in CPU uti-
lization by launching 𝑇pre, i jobs whenever spare cores are
available.
• Online Scheduler: It handles real-time 𝑇on, i jobs and contin-
uously monitors 𝑄ready. It initiates 𝑇on, i job for the next
request (𝑟𝑖 ) according to the active scheduling policy (either
FCFS or Priority-aware) and available system resources.

Two-Phased SNNI Protocol. SwiftSNNI operates on top of ex-
isting two-phased SNNI protocols. These protocols separate com-
putation into offline preprocessing (𝑇pre) and and online inference
(𝑇on) phases. The𝑇pre job prepares essential preprocessed files with
cryptographic materials (e.g., Beaver triples or correlated random-
ness). The corresponding 𝑇on job uses these preprocessed files for
secure predictions on private input. SwiftSNNI treats underlying
protocols as black-box components. This abstraction allows Swift-
SNNI integration with various secure two-party computation (2PC)
frameworks without modifying their internal cryptographic op-
erations or security proofs. It provides high-level orchestration
while utilizing the strong security guarantees of established crypto-
graphic primitives, including Homomorphic Encryption (HE) [23]
and Secure Multiparty Computation (MPC) [9, 10, 111].

Resource Monitor. This component provides real-time tracking
of system-wide CPU utilization, memory consumption, and the
average input delay (𝐷). To facilitate proactive scheduling, the Re-
source Monitor utilizes a lookup-table approach based on historical
profiling [46, 109]. This allows the Resource Monitor to estimate
specific resource requirements and execution durations for each
incoming 𝑇pre, i and 𝑇on, i jobs.

By providing estimates of peakmemory footprints and CPU cycle
requirements, the Resource Monitor allows the SwiftSNNI to adjust
the concurrency level dynamically. This maximizes throughput
and ensures that the combined resource usage of active jobs never
exceeds the system resource limits (𝑃 and 𝑀). Furthermore, the
Resource Monitor detects runtime deviations from the historical
profile. It provides a feedback loop that allows the Request Scheduler
to refine its offline and online prioritization for both𝑇pre, i and𝑇on, i
jobs, which in turn improves resource allocation for future requests.

4.1.3 Client Request Interface (CRI). The CRI serves as the front-
end gateway, runs on a dedicated TCP port to manage communi-
cation between clients and the internal Request Scheduler. A key
function of the CRI is the coordination of advance notices: if an
incoming request (𝑟1) arrives with a reference to an advance notice
(𝑎1) whose corresponding (𝑇pre, 1) job has already been completed,
the CRI facilitates the immediate transition of that request to𝑄ready.
By bypassing the𝑄ready stage and its associated queuing delay and
execution time entirely, the CRI effectively "hides" the time cost of
the 𝑇pre, 1 from the client’s perspective, which reduces the average
input delay (𝐷).

4.2 Technical Execution Flow and Component
Interactions

Next, we illustrate an example. Figure 4 shows the step-by-step
workflow of how a request moves through SwiftSNNI, from enqueue-
ing and scheduling to execution of offline preprocessing (𝑇pre, i) and
online inference (𝑇on, i) jobs under the privacy constraints imposed
by the two-phased SNNI protocol.

1○ A registered client submits a request specifying the neural
network and input batch. Requests can be full (with actual input)
or an optional advance notice for the 𝑇pre phase. Full requests may
reference a previous advance notice or arrive independently.

To initiate the process, the client reads Execution Parameters from
a local configuration file, such as the paths to the secure inference
binaries, the command template used to run the inference, and the
inference timeout. The client then connects to the CRI via TCP and
sends the request. The client asynchronously waits for a response
based on the predefined inference timeout. It receives an assigned
execution port, the required thread count and proceeds with execu-
tion. This allows the client to support multiple concurrent requests
without blocking.

2○ On the server side, the CRI authenticates the client, validates
the incoming requests, and then passes them to the Queue Manager.
As shown in Figure 4 (Transition between Step 3 and 4), the Request
Scheduler immediately parses the request metadata to determine
the entry queue based on the existence of an advance notice.

3○ The Queue Manager organizes requests across four internal
queues based on the (𝑇pre, i) status of the request and the require-
ments of the system resources (defined in 4.1.2). This multi-queue
decoupling design is essential for handling asynchronous Advance
Notices buffer work in 𝑄transit without stalling the execution of
arrived requests in 𝑄waiting.

New requests (𝑟𝑖 ) or advance notices (𝑎𝑖 ) first enter 𝑄pre for
the offline preprocessing job (𝑇pre, i). Once (𝑇pre, i) job is complete,
advance notices (𝑎𝑖 ) move to 𝑄transit until they match the corre-
sponding request (𝑟𝑖𝑎𝑖 ). This queue acts as a buffer for advance
notices (𝑎𝑖 ). Requests referencing ongoing advance notices (𝑎𝑖 ) re-
main in 𝑄waiting, which clearly distinguishes them from requests
that are still in waiting for the 𝑇pre, i job. If a request arrives with-
out the corresponding advance notice (𝑎𝑖 ), it bypasses 𝑄transit and
𝑄waiting and proceeds directly to 𝑄ready once (𝑇pre, i) job is com-
plete. These requests in 𝑄ready then enter the online inference job
(𝑇on,i).

4○ The Request Scheduler retrieves client requests from the CRI,
then parses and wraps each request into a job object with metadata
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Figure 4: SwiftSNNI Scheduling Framework: Technical Execution Flow and Component Interactions.

(e.g., neural network type 𝑛, batch size 𝐵𝑟 , timestamps, client ID,
and references to any associated advance notice 𝑎 (if one exists)).
The Request Scheduler uses Model Catalog to check for existing
preprocessed files for a requested neural network (𝑛) and the input
batch exist for this client, it is used. Otherwise, the request is en-
queued for the new 𝑇pre, i job to generate preprocessed file specific
to this client request.

5○ Using Execution Parameters and dynamic feedback from the
Resource Monitor, the Request Scheduler evaluates system resources,
including CPU cores, memory, and bandwidth, before assigning
jobs. The Resource Monitor tracks active threads, queued requests,
and system resource usage to ensure that scheduling stays within
system limits. The Request Scheduler monitors ready requests in
𝑄ready whose𝑇pre, i job is complete and applies the active scheduling
policy (FCFS or Priority-aware scheduling) to order the pending𝑇on, i
jobs. System resources are allocated to maximize throughput and
minimize average input delays 𝐷 , and clients are notified with
execution details so that the job can proceed.

6○ SwiftSNNI is a server-side scheduling framework. Execution
begins when SwiftSNNI assigns a dedicated thread to each job,
configured with its neural network (𝑛), input batch size (𝐵), thread
count and network port. SwiftSNNI executes the necessary jobs of
the Two-Phased SNNI Protocol.𝑇pre, i jobs are performed as required.
𝑇pre jobs submitted through advance notices are executed in the
background. Preprocessed files are reserved for their respective
online inference jobs𝑇on, i jobs and regenerated when needed under
a no-reuse policy.

Once the𝑇pre phase completes or a preprocessed file is available,
the 𝑇on, i job is executed using the allocated system resources. Dur-
ing the 𝑇on phase, SwiftSNNI uses the prepared preprocessed files
and allocated system resources exclusively until the𝑇on, i job is com-
pleted. Finally, the SwiftSNNI scheduling framework assigns jobs
to available CPU cores using the active scheduling policy (either
FCFS or Priority-aware), as discussed in Section 4.3.

7○ Upon job completion of the 𝑇on, i, SwiftSNNI logs execution
metadata, including timestamps, execution status flags, and exit
codes to mark the job as finished. Temporary preprocessing arti-
facts generated during 𝑇pre, i are cleared according to the no-reuse
policy to ensure security and correctness for future SNNI requests.
SwiftSNNI then releases the job, while the final system resource
clean up and reuse is handled by the native OS. The Resource Moni-
tor updates the neural network’s profile with the actual runtime
data and peak system resource consumption of the specific 𝑇pre, i
and 𝑇on, i jobs. This feedback loop improves the accuracy of the
profiling table (Π) and the execution length estimates (ℓ𝑖 ) for future
scheduling cycles (see 4.3). Finally, the CRI returns the execution
status or the encrypted inference results to the client.

4.3 SwiftSNNI Scheduling Algorithm
The SwiftSNNI scheduling algorithm 1 operates continuously while
active jobs exist in the system. It supports two scheduling policies:
First-Come-First-Served (FCFS) and Priority-aware strategies.

The Procedure 1 (HandleNewRequests) performs request classi-
fication upon arrival. The incoming client requests are sorted and
enqueued into 𝑄pre, 𝑄transit, 𝑄waiting, or 𝑄ready according to their
type, offline preprocessing (𝑇pre) requirements, and dependency
state (Lines 1–10). Advance notices (𝑎𝑖 ) are placed in 𝑄pre, and de-
pendent requests (𝑟𝑎,𝑖 ) are held in𝑄waiting until their corresponding
𝑎𝑖 transitions to 𝑄transit or completes offline preprocessing (𝑇pre, i).

In Priority-aware mode, the Request Scheduler calculates a dy-
namic priority score(pi) for each specific job. Both the Offline and
Online schedulers use this score to prioritize jobs in their respective
queues. The score applies to both (𝑇pre, i or 𝑇on, i) instances and is
computed as:

score(pi) = ℓ𝑖 − 𝛽 · 𝛿𝑖 (1)
where:

- ℓ𝑖 denotes the estimated execution length (burst time) of the
job 𝑇i, retrieved from the profiling table (Π),
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- 𝛿𝑖 is the waiting time (age) of the job since its arrival in the
queue,

- 𝛽 is a weighting factor that balances the trade-off between
throughput and fairness.

Here, 𝑓 (𝛿𝑖 ) = 𝛿𝑖 ) is a linear aging function that maps the job’s
waiting time to a priority contribution. We subtract the 𝛿𝑖 term
from the estimated burst time ℓ𝑖 . As a job ages, its total priority
score(pi) decreases. Since the Request Scheduler selects the job with
the minimum score, a lower score represents a higher priority. This
ensures that large jobs priority increases over time and eventually,
these jobs move to the front of the queue ahead of new, shorter jobs.
This prevents starvation and ensures fairness for all requests. In
FCFS mode, the Request Scheduler ignores Equation 1 and prioritizes
jobs based strictly on their arrival order.

Procedure 2: SwiftSNNI_Execution governs the continuous sched-
uling and execution (Lines 11–38). It is the main scheduling loop. It
continuously synchronizes with the Resource Monitor to track CPU
and memory availability based on the profiling table (Π) (Line 13).
• Offline Preprocessing (Lines 14–19): It orders𝑇pre, i jobs based
on the active scheduling policy. In Priority-aware mode, it
calculates the priority score(pi) from Equation 1. It then
sorts 𝑄pre in ascending order to prevent starvation of large
neural networks. Finally, SwiftSNNI starts jobs that fit within
memory𝑀 and core 𝑃 limits.
• Queue Transitions (Lines 20–25): It resolves job dependencies
and promotes requests to 𝑄ready once their corresponding
(𝑇pre, i) job completes.
• Online Scheduling (Lines 26–33): It manages 𝑇on, i jobs. It se-
lects the next job based on the active policy (earliest arrival
for FCFS or minimum score(pi) for Priority-aware). It identi-
fies the least-loaded core (𝑝∗). Then, the Request Scheduler
assigns the job if system constraints are satisfied.
• Execution Completion (Lines 34–38): This step finalizes the
request. It releases system resources and logs performance
data to update the profiling table (Π).

Time Complexity. The runtime overhead of SwiftSNNI is dom-
inated by the dynamic prioritization and resource-checking of
queued jobs. Let 𝑟 be the total number of jobs currently in the
𝑄pre & 𝑄ready queues and 𝑃 be the number of CPU cores.

Procedure 1 (Request Classification), queue transitions, and re-
source monitoring scale linearly with the number of new arrivals
and are negligible. In each scheduling iteration of Procedure 2, the
Request Scheduler calculates the priority score(pi) and then sorts
the queues to prevent starvation (Lines 14–19 and Lines 26–29). This
step requires 𝑂 (𝑟 log 𝑟 ) time. Next, it maps the highest-priority job
to the least-loaded core (Lines 28–33). This involves a search across
both the ready jobs and available cores, contributing 𝑂 (𝑟 · 𝑃). Con-
sequently, the worst-case time complexity per scheduling iteration
is:

O(r log r + r · P)

In practice, 𝑟 and 𝑃 are moderate in server-grade SNNI deployments.
This makes the scheduling overhead insignificant compared to the
compute-intensive secure inference execution time, which typically
involves heavy modular arithmetic and high communication costs.

Algorithm 1: SwiftSNNI Scheduling Algorithm

Input:
R: client requests,
𝑃 : CPU cores,𝑀 : Shared memory pool,
𝑄 : queues, 𝑄=𝑄pre, 𝑄transit, 𝑄waiting, 𝑄ready,
Π: Profiling table, 𝐸: Execution Parameters
Output: Scheduling and execution decisions

1 Procedure 1: HandleNewRequests(𝑅,𝑄)
2 ForEach 𝑟𝑖 ∈ 𝑅 do
3 if 𝑟𝑖 .type = 𝑎𝑖 then
4 enqueue(𝑄pre, 𝑎𝑖 )
5 else if 𝑟𝑖 .type = 𝑟𝑎,𝑖 ∧ 𝑎𝑖 ≠ ∅ ∧ 𝑎𝑖 ∈ 𝑄transit then
6 enqueue(𝑄ready, 𝑟𝑖 )
7 else if 𝑟𝑖 .type = 𝑟𝑎,𝑖 ∧ 𝑎𝑖 ≠ ∅ ∧ 𝑎𝑖 ∈ 𝑄pre then
8 enqueue(𝑄waiting, 𝑟𝑖 )
9 else
10 enqueue(𝑄pre, 𝑟𝑖 )

11 Procedure 2: SwiftSNNI_Execution(𝑃,𝑀,𝑄,Π, 𝐸)
12 while system has active jobs do
13 update(ResourceMonitor, current_load(𝑃 ),

available_memory(𝑀), Π);
// — Offline Preprocessing (Priority-based) —

14 ForEach 𝑇pre,𝑖 ∈ 𝑄pre do
15 score (pi)← ℓ𝑖 − 𝛽 · 𝛿𝑖
16 sort 𝑄pre in ascending order of score (pi);
17 ForEach 𝑇pre,𝑖 ∈ 𝑄pre do
18 if fits_resources(𝑇pre,𝑖 , 𝑃, 𝑀,Π) then
19 start(𝑇pre,𝑖 )

// — Queue Transitions —

20 ForEach completed 𝑇pre,𝑖 do
21 if 𝑇pre,𝑖 = 𝑎𝑖 then
22 move 𝑎𝑖 → 𝑄transit;
23 move linked 𝑟𝑎,𝑖 ∈ 𝑄waiting → 𝑄ready;
24 else
25 move 𝑇pre,𝑖 → 𝑄ready;

// — Online Scheduling —

26 ForEach 𝑇on,𝑖 ∈ 𝑄ready do
27 score (pi)← ℓ𝑖 − 𝛽 · 𝛿𝑖
28 𝑇 ∗ ← argmin𝑇on,𝑖 ∈𝑄ready 𝑠𝑐𝑜𝑟𝑒 (pi);
29 𝑝∗ ← argmin𝑝∈𝑃 𝑤𝑞 (𝑝);
30 if fits_resources(𝑇 ∗, 𝑝∗, 𝑀,Π) then
31 assign(𝑇 ∗, 𝑝∗);
32 𝑤𝑞 (𝑝∗) ← 𝑤𝑞 (𝑝∗) + ℓ𝑖 ;
33 remove(𝑇 ∗, 𝑄ready)

// — Execution Completion —

34 ForEach core 𝑝 ∈ 𝑃 do
35 if job 𝑖 finishes on 𝑝 then
36 release_resources(𝑖, 𝑝, 𝑀);
37 logJob(𝑖);
38 return(𝑖 .results)
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Having established the scheduling framework, we now evaluate
SwiftSNNI in a real-world deployment.

5 Experimental Methodology
This section outlines the experimental setup used to evaluate Swift-
SNNI, covering the testbed configuration, benchmark neural net-
works, request generation process, baseline system, and key per-
formance metrics.

Testbed Environment. Experiments were conducted on two iden-
tical compute nodes: one acting as the SNNI server and the other as
the client host. Each node was equipped with an AMD EPYC 9654
(Genoa) processor with 48 physical cores (96 threads) and 256 GiB
RAM . The nodes were interconnected via 25 Gb/s Ethernet and
400 Gb/s InfiniBand. The network benchmarks between the two
instances reported an average RTT of 0.4 ms, TCP throughput of
23.7 Gb/s, and UDP jitter below 0.002 ms without packet loss. All
secure inference components were implemented in C++.

Benchmarks. We used five pre-trained neural networks of varying
sizes (M1, M2, HiNet, AlexNet, VGG-16) as benchmark workloads;
their characteristics are summarized in Table 1.

Request Workloads. Two workloads of 500 requests each were
evaluated:
• Workload 1 (Mixed): 200 requests for M1, 100 requests each
for M2 and HiNet, 75 requests for AlexNet, and 25 requests
for VGG-16, distributed to reflect a balanced mix of light-
weight and heavy neural networks.
• Workload 2 (Light-Dominant): 330 requests for M1, 55 for
M2, 75 for HiNet, 35 for AlexNet, and 5 for VGG-16. This
emphasizes smaller neural networks to reflect practical, high-
frequency usage patterns.

Request Generation Scenarios. MNIST-10, CIFAR-10, and
ImageNet-1000 lack arrival timestamps. We synthetically generate
client requests using a Poisson distribution with different rates (𝜆),
as commonly used to simulate stochastic arrival patterns consistent
with prior works [18, 19, 39, 55, 94, 113]. Inter-arrival times are
exponentially distributed to reflect memoryless client behavior. Let
𝜆 denote the Poisson rate parameter (expected number of requests
per unit time over the time interval [0, 𝜏]),

𝜆𝜏 =
|R𝜏 |
𝜏

,𝑤ℎ𝑒𝑟𝑒

- R𝜏 is the total number of requests received within [0, 𝜏] interval.
- 𝜏 is the total duration of the observation interval.
- 𝜆 is the average arrival rate over that interval.

Baseline: Multi-threaded Sequential SHARK (MS-SHARK).
As a primary comparison baseline, we use the original SHARK [40]
implementation. This configuration follows an inter-request se-
quential execution model, where requests are processed one by
one in their arrival order. Following its native design, the base-
line (MS-SHARK) [40] utilizes OpenMP [79] for multithreading
and Eigen [38] for optimized matrix operations to fully parallelize
the modular arithmetic of a single secure inference (intra-request
parallelism). While the baseline (MS-SHARK) [40] employs single-
threaded preprocessing with a fixed batch size of one (𝐵 = 1),
the 𝑇pre phase is parallelized across all 𝑃 available CPU cores. In
this setup, job-to-core management is handled exclusively by the
default OS-level scheduler without an orchestration layer or a spe-
cialized scheduler. This configuration represents the standard, high-
performance deployment of SHARK on server-grade hardware. This
baseline serves to isolate and measure the benefit of SwiftSNNI ’s
inter-request concurrency and overlapping of offline preprocess-
ing/online inference phases over a parallelized sequential approach
that suffers from resource under-utilization during offline prepro-
cessing and head-of-line blocking.

Key Metrics. Performance is evaluated using:
• Asymptotic average input delay (𝐷): As defined in Section 3,
𝐷 is the average delay per input from arrival to completion,
which includes both 𝑇pre and 𝑇on phases.
• Throughput (𝜌): The total number of inputs processed per
unit of time:

𝜌 =
|I𝜏 |
𝜏𝑡𝑜𝑡𝑎𝑙

• Average Waiting Time (𝑊 ): This measures the time an input
spends waiting before the 𝑇on, i job begins. It includes queu-
ing and 𝑇pre, i delays, but excludes the time spent on 𝑇on, i
job itself.

𝑊 =
1
|I𝜏 |

∑︁
𝑖∈I𝜏

(
𝑡
on, i
start − 𝑡arrival, i

)
,𝑤ℎ𝑒𝑟𝑒

Table 1: Architectural specifications and profiled resource requirements of benchmark neural networks. Conv: Convolutional,
FC: Fully Connected, ReLU: Rectified Linear Unit.

Benchmarks Dataset Specifications Layers
Input Parameter Activation FLOPS Conv FC ReLU Maxpool
size memory (MB) memory (MB)

M1 [67] MNIST-10 [118] 28×28, grayscale 1.6 ≈ 2 30 M 2 1 2 2
M2 [67] CIFAR-10 [29] 32×32, RGB 4 ≈ 6 50 M 4 1 4 2
HiNet [20] 32×32, RGB 2.4 ≈ 4 40 M 2 1 2 1
AlexNet [62] ImageNet-1000 [24] 224×224 RGB 240 ≈ 20 720 M 5 3 5 3
VGG-16 [97] 224×224 RGB 552 ≈ 40 15.3 B 13 3 13 5
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Figure 5: SwiftSNNI Scheduler: Execution Timeline of 100 requests across benchmark neural networks.

- I𝜏 is the set of all inputs in the requests received during the
interval [0, 𝜏],
- 𝑡arrival, i is the arrival time of input 𝑖 , and
- 𝑡on, istart is the time the 𝑇on, i begins for input 𝑖 .
• Makespan: This is the total time to complete all 500 requests
in a workload.
• Speedup: This is the ratio of the MS-SHARK [40] makespan
to the SwiftSNNI makespan.
• Advance Notice Impact (Δ𝐷): This measures the reduction
in 𝐷 when using advance notices (𝑎𝑖 ) to compare scenarios
with and without advance notices.

6 SwiftSNNI Evaluation
This section evaluates SwiftSNNI under varying batch sizes, thread
counts, and request arrival rate intensities to assess scalability and
responsiveness. The experiments use two workloads of 500 requests
each described in Section 5. Request arrivals follow a Poisson pro-
cess. We use arrival rates (𝜆) of 1.0, 0.5, and 0.25 req/s to represent
high, moderate, and low intensities. These 𝜆 rates correspond to
average inter-arrival times of 1 s, 2 s, and 4 s respectively. Compared
to the MS-SHARK [40]) baseline and the key metrics defined in
Section 5, we report the asymptotic average input delay (𝐷), the
average waiting time (𝑊 ), throughput (𝜌), makespan, and speedup.
To evaluate the benefit of proactive scheduling, a fixed 25% of re-
quests are announced Δ𝑡 time units in advance via advance notices
(𝑎𝑖 ) to enable early 𝑇pre, i.

Batch Size & Thread Scaling. Empirical results show that batch
size exhibits a non-linear effect: moderate batches (2–8) yield the
best balance between throughput (𝜌) and average input delay (𝐷).
Larger batches (≥16) increase the average waiting time (𝑊 ) for
smaller requests. Thread scaling improves throughput (𝜌) up to

16 threads. Beyond this, cache contention and synchronization
overhead limit further gains. These results justify the Execution
Parameters chosen for SwiftSNNI to prevent large batch requests
from monopolizing CPU cores, thereby maintaining parallel effi-
ciency. Both lightweight (M1, HiNet, M2) and heavy neural net-
works (AlexNet, VGG16) follow this trend.

Impact of Request Intensity. As request intensity increases,
queuing delays raise both average input delay (𝐷) and average
waiting time (𝑊 ). In Workload 1, higher arrival rates increase𝑊
because the 𝑇pre phase is the system’s limiting factor. At high in-
tensities (𝜆 = 1), the server cannot generate preprocessed files (𝑇pre)
fast enough to keep up with incoming arrivals. SwiftSNNI main-
tains high throughput (𝜌) and CPU utilization by overlapping the
𝑇pre, i jobs of queued requests with the 𝑇on, j jobs of active requests.
Figure 5 shows that burst requests cause transient overloads that
increase𝑊 . However, SwiftSNNI ’s priority-based scoring (𝑝𝑖 ) pre-
vents the Head-of-Line blocking observed in MS-SHARK [40]. Swift-
SNNI minimizes queue buildup by dynamically allocating cores to
pending 𝑇pre, i jobs.

Scheduling Policy Analysis & Accuracy. The Resource Monitor
relies on the profiling table (Π) to estimate the execution length ℓ𝑖
for each job. During experiments, these estimates were highly ac-
curate. The estimated values for both 𝑇pre, i and 𝑇on, i jobs matched
the actual runtimes within a 5% margin. This precision allowed
SwiftSNNI to enforce resource constraints effectively. Furthermore,
we conducted a partial ablation study by varying the advance notice
levels. Without proactive 𝑇pre, i job execution, the average input
delay (𝐷) increased across all neural networks. We also observed
that disabling the priority-based scoring (𝑝𝑖 ) caused heavy neu-
ral networks like VGG-16 to suffer from starvation. Without the
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Figure 6: Evaluation of key performance metrics forWorkload 1 (Mixed) andWorkload 2 (Light-Dominant).

concurrent orchestration of the SISE (refer to 4.1.2), SwiftSNNI per-
formance reverted to the MS-SHARK [40] baseline.

We evaluate SwiftSNNI using two internal scheduling policies:
First-Come-First-Served (FCFS) and Priority-aware scoring. Swift-
SNNI results show that the best scheduling policy depends on the
workload type. Priority-aware SwiftSNNI is superior for the mixed
requests in Workload 1. However, FCFS-SwiftSNNI performs better
for the light-dominant requests in Workload 2. Priority-aware Swift-
SNNI often clusters similar jobs together based on their short execu-
tion lengths. Due to SwiftSNNI ’s model-batch exclusivity constraint,
this clustering causes extra average waiting time (𝑊 ). Multiple
jobs compete for the same preprocessed file 𝑇pre, i. FCFS-SwiftSNNI
avoids this by interleaving different requests according to arrival
order. This reduces resource contention and improves efficiency
for lightweight workloads.

Aggregate Performance. Figure 6 and Table 2 summarize the
system-wide results. Across all configurations, SwiftSNNI consis-
tently outperforms the MS-SHARK [40] baseline. Advance notices
(25%) reduce average input delay (𝐷) by up to 25.32s in Workload
1 and 0.78s in Workload 2. This confirms that proactive 𝑇pre, i jobs
execution effectively hides the time cost of the𝑇pre phase. These per-
formance gains exceed what could be achieved through static con-
tainerization. A container-per-model setup creates fixed resource
silos that lead to fragmentation. In contrast, SwiftSNNI dynami-
cally reallocates cores to eliminate the idle intervals identified in
SwiftSNNI ’s motivating example (refer to 2.2). This global resource
pooling is the primary driver of the ≈ 5.6 × throughput (𝜌) increase.
Furthermore, SwiftSNNI achieves over 99% reduction in average
waiting time (𝑊 ) at high request intensities. This demonstrates

Table 2: Performance comparison of SwiftSNNI (First-Come-First-Served (FCFS) vs. Priority-aware) against the MS-SHARK
baseline [40], (marked with ∗ is shown for reference); best results are in bold.

Workload Scheduling Arrival Avg. Input Delay 𝐷 (s) Throughput Speedup Avg. Waiting MakeSpan

Policy Rate No Advance 25% Advance 𝚫𝑫 𝜌 Time𝑊
𝜆 (req/sec) Notice Notice (sec) (req/sec) (x times) (sec) (sec)

1
(Mixed)

*MS-SHARK [40] - 2246.09 - - 0.08 - 2233.21 6440.53
FCFS- 0.25 19.88 14.74 5.14 0.21 2.71 15.94 2367.76

SwiftSNNI 0.50 43.08 38.15 4.93 0.22 2.85 38.99 2247.47
1.00 79.60 54.28 25.32 0.22 2.85 75.39 2254.55

Priority 0.25 20.87 17.38 3.49 0.21 2.67 16.89 2407.76
-aware 0.50 45.14 26.46 18.68 0.22 2.77 41.07 2319.72

SwiftSNNI 1.00 50.86 38.34 12.52 0.35 4.56 46.43 1410.84

2 (Light-
Dominant)

*MS-SHARK [40] - 671.89 - - 0.15 - 665.38 3257.26
FCFS- 0.25 2.30 2.29 0.01 0.27 1.73 0.03 1877.84

SwiftSNNI 0.50 2.51 2.49 0.02 0.53 3.45 0.17 941.51
1.00 5.24 4.53 0.716 0.84 5.46 2.26 596.01

Priority 0.25 2.31 2.31 0.00 0.27 1.73 0.03 1877.86
-aware 0.50 2.50 2.50 0.00 0.53 3.45 0.17 939.82

SwiftSNNI 1.00 7.18 6.40 0.78 0.74 4.79 4.30 677.44
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the effectiveness of Priority-aware SwiftSNNI scoring policy in pre-
venting starvation. Overall, these results confirm that SwiftSNNI
provides high concurrency and efficient CPU utilization under sto-
chastic workloads.

7 Related Work
This section reviews existing techniques for inference optimization.

Model Optimization and Parallelism. Neural network compres-
sion methods, such as quantization [51], reduce neural network size
but may degrade accuracy. Data parallelism [77] and model paral-
lelism [96] exploit device-level computational resources without
modifying neural network weights. SwiftSNNI ’s scheduling is or-
thogonal to these methods and can be combined with compression
or parallelization techniques [47] to further improve efficiency.

Scheduling. Classical offline scheduling from operations research
optimizes job assignments in manufacturing [106], healthcare [82],
and operations [30]. Online scheduling addresses stochastic or real-
time scenarios [64, 81]. Traditional strategies, including gang sched-
uling [80] and multi-resource allocation [2], focus on independent
jobs. However, these methods do not meet the two-phase depen-
dencies of SNNI or the rapid decision requirements of SNNI.

Secure Neural Network Inference (SNNI). SoTA SNNI frame-
works [26, 40, 48, 105] ensure cryptographic correctness and effi-
ciency, but provide limited system-level optimization and process
requests sequentially or rely on default OS-level scheduling, which
limits throughput under concurrency.

Several optimizations improve homomorphic CNN inference:
CryptoNets [35] packs multiple inputs per ciphertext for higher
throughput but increases memory usage; LoLa [13] encrypts one
input per ciphertext to reduce latency, while both rely on batch
processing, which can delay individual inferences [50]; Falcon [105]
uses spectral inference and input replication to further reduce la-
tency and computation, outperforming traditional vectorized meth-
ods [21, 54] for multi-input workloads.

Preprocessing-based 2PC protocols such as MiniONN [67],
GAZELLE [54], EzPC [15], and GALA [114], among others [4, 5,
17, 33, 34, 43, 49, 53, 65, 68, 70, 73, 78, 95, 102, 115], demonstrate
efficient online inference. SecureML [76] and CrypTFlow2 [86]
also show practical applicability [1, 42, 52, 69, 84, 88, 91, 103, 110].
However, none explicitly manage offline preprocessing (𝑇pre) and
online inference (𝑇on) as separate, schedulable jobs, which leads to
inefficient system resource usage under concurrent requests.

Beyond 2PC, three-party computation (3PC) frameworks in-
clude ABY3 [74], BLAZE [85], and SWIFT [60], with additional
approaches [3, 26–28, 99, 104, 105, 107]. Secure inference has also
progressed to 4PC [14, 16, 45, 61], 5PC [59], and general nPC proto-
cols [12, 31, 58, 90, 116, 117]. These frameworks improve protocol-
level performance and security, but leave scheduling and concur-
rency unaddressed. Function Secret Sharing (FSS) [9–11] further
improves 2PC preprocessing [8, 42, 91, 100] and underpins actively
secure 3PC frameworks [41, 52, 103], but assumes static workloads.

Prior work ensures strong cryptographic guarantees and pre-
processing optimizations, yet practical SNNI deployment still faces
concurrent scheduling and resource management challenges that
SwiftSNNI explicitly addresses.

8 Conclusion
This work presented SwiftSNNI, the first framework to formulate Se-
cure Neural Network Inference (SNNI) as a system-level scheduling
problem. Unlike existing SNNI frameworks that process requests
sequentially, SwiftSNNI explicitly coordinates offline preprocessing
and online inference jobs. This enables concurrent, resource-aware
execution across multiple clients and heterogeneous neural net-
works.

Comprehensive evaluations on five benchmark neural networks
show that SwiftSNNI achieves a 97% lower average input delay and
an 81% shorter makespan (≈ 5.4× speedup) compared to the paral-
lelized sequential baseline (MS-SHARK). SwiftSNNI delivers a 5.6×
increase in throughput in throughput and reduces average waiting
time (𝑊 ) by over 99%. These results confirm that Priority-aware
SwiftSNNI scoring policy effectively prevents starvation and maxi-
mizes resource utilization. These findings demonstrate that explicit
inter-request scheduling is essential for scalable and practical SNNI
deployments.

Two main limitations remain: large preprocessing file sizes in-
crease memory pressure and I/O overhead, and very large-batch
requests can still impact parallel efficiency. Future work will explore
dynamic concurrency tuning, memory-aware scheduling, adaptive
handling of large-batch requests, and multi-server load balancing.
We also plan to investigate reinforcement learning–based sched-
ulers to further improve scalability, responsiveness and resource
utilization in dynamic cloud environments.
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